Vacancy at Technology Risk

Closing Date: 10th Movemnber 2022

|ob Profile

Emsure CHSL Bateline becurily Stendard guideline is adbered by the Bank wilboul esceplions

Hewiew & validate intarmatica secorily risk assessments

Evaluate the adequacy and effectiveness af IT systems & infrastructure /System controls f5trategies /Policies & Procedures/ Agreemants
Conduct pre and post implermentation reviews of 1T systems and ensure they are aligned with risk appetite of the Bank

Closely work with [T & Audit to review initiatives linkad to 1T seourity

Evaluate IT system risks and draft 15 audit reparts with recommendations

Close coordination with HR in identification and resolving of knowladge gaps in information secarity via suitable training programs
Rewiew and follow up ectionable itens on reports of pericdic penetration testing/vulnerability assessments / external events of significance to the Bank. and
escalate fo Operational Risk Management Committee (ORML)

Proactive participation in the yearly IT BCP Drill (MCU Test) conducted by OpRisk

Carry ouwt Samale control testing of IT risk linkad procedures and processors based on oritical areas of significance

Ensure effective functioning of IT security incident management systemn

Mevelap, monitar & repart T securitig related KRis

Special Skills

Knowledge of IT Security functiens of a medium ta large scale commercial establishments, preferably in a financial institution

= Abiltty in lzading a team to achieve greater performance Ability to collaborate and high Level of inter peréonal skills

Experience & Qualifications

5 years of experience in @ Bank fFinancial institution! IT risk advisery or assurance

Hands on work experience in Infarmation Security with expertise in either network or application security
IT security certification CI5A, CISA, CISSPOSCP OSCE, GIAC, 50 27001 lead auditor / implementer]

= An IT relsted Degree or an equivalent professional quelification from a recogrized indtitution




