o
»

cs | reports to reflect the true posture of
g the orgonization to make educated decisions
actionobie, threat-based, reports on security testing

- Ddhufﬂdm system security requirements and baselines necessary to
protect systems (OS5 DB}, applications, networks, hardwore, cloud

environments,

- Support ongoing eligibility for annual centification of all applicable standards
including 150 27001, PCl DSS ond conformance to regulatory ond other
mandatory requiremants imposed by relevant bodies such as SWIFT, ete,

« Collaborating with tha C150 and relevant stakeholders to build on the existing
information security programme and manage security projacts.

« Evaluating the information sscurity risks and vulnerabilities invelved in system
changes and launching of new technologies | praducts | business octivities
and moke oppropriate racommendations.

« Independenty review [ analyze | investigote the security alerts | events via
sophisticated cyber security [ event manogement tools to Identify areas for
improvement and provide recommendotions ond support lor incident
response | recovery where necessary.

« Support security operotions functions which include but not limited to SIEK,
EFP, DLP, ond other securlty Implementotions ond administrotlon as required

- Research, recommend ond provide guidonce on mitigating Information
sacurity vulnarchbilitiss and enhancements for information security related
technologies, including developing business coses for security investments.

« Stoy obreast on lotest information security threats | wiinerabilities,

reguiations [ legisiation, advisorles ond alerts pertaining to the business and
make recommendations to the Manogement as applicable.

axparience in Infarmation or system security
engineering | technical security ossessment
and/or related functions | areas. Honds on
exparience in winerability ossessments and
leg comelotion technologies are o must.
Understonding of informotion  security
concepts, [nformaotion  security ond risk
management fromeworks, stondards and
reguiatio 27001, 1SO 27005, PCI DSS,
MIST, atc)

Thorough  technical Eknowledge and
exposure of IT infrostructure components
such o3 operating systems, databoses,
opplication languages | platforms  for
application development. network and
security technologles such as SIEM, DLP,
firowalls, 105 | IPS, end-point security, VPN,
ate

Strang knm-.uledgn al network and
application protocols and their associated
sacurity Implications (TCRIIP, HTTP, TLS, S5H,
DM etc) and web architectures and
technologiog.

Excellent interparsonal and communication
gkills including technical report writing and
strong analytical skills.

Ability to prioftize work and design
schedules to meet the desired requirements
undar prassurizing tinescakes,

Ability 1o W colloboratively with other
teom  memb as well o5 work
incepandently with minimum supervision.

successiul condidate will be provided with an attractive remuneration pockoge including fringe benefits, commensurate

with benchmarked financial institutions.

Applications with all relevant information should be submitted to reach the under - mentioned by email within 10 days

of this advertisernent with the respective post marked as the subject.

Deputy General Manager - HRM
Commercial Bank of Ceylon PLC
E-mail : dgm _hrm@combank.net
Web site : www.combank.lk

(> COMMERCIAL BANK

Qur interest is in you




